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irdelto

NEARLY 50 YEARS OF SECURITY
EXPERTISE IN PAY MEDIA

+5 BILLION DEVICES AND
APPLICATIONS SECURED

SERVING 400+ CUSTOMERS
IN 75+ COUNTRIES

IRDETO IS THE WORLD
LEADER IN DIGITAL
PLATFORM SECURITY

219 PATENTS & 285 PATENTS
PENDING

NEARLY 1,000 SECURITY
EXPERTS EMPLOYED

70% OF EMPLOYEES ARE IN
ENGINEERING/RESEARCH/
DEVELOPMENT

+15 LOCATIONS COVERING
6 CONTINENTS
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IRDETO'S VISION
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Irdeto protects platforms and

To build a secure future where applications for media &
people can embrace connectivity entertainment, gaming,
without fear. connected transport,

connected spaces and loT
connected industries.



irdeta Keywords we hear everyday...

1EDAN

= E 5 3 UNSCHEDULED
~—-——__.m:, ‘ Dl MAINTENANCE HIG H .

\ 2 "AVAILABILITY cuove

N RELIABILITY
DOWNTIME = SERVICES
=)

FAIL




irdeto

Jenkins recap

Jenkins on-premise

Jenkins in the cloud

Coding Jenkins in AWS

Way forward

Demo
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Jenkins recap
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Why Jenkins?

OOLS

DEVELOPMENT
DEPLOYMENT I— SCHEDULING

RELEASE

INTEGRATION

TESTING MANAGEMENT PLANNING
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Jenkins1.x/Jenkins 2.x
Node

Master

Slave
Agent
Executor

rERMINOLOG)




irdeto Jenkins Master/Slave architecture

Windows
Slave Node

Jenkins TCP Connection | Linux Slave
Master (Ul) o Node

Apple OSX
Slave Node

Single Jenkins master
Multiple slaves

Master delegates jobs to an executor available in one of the slaves/agents
Slaves/agents runs job
Master is a single point of failure
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Jenkins on-premise

server room
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Architecture

Jenkins Master

VM 1

VM 2 VM 3 VM 4

N

Fixed number of sIavesY

Company Intranet

Source control system




idels Risks with the on-premise Jenkins

v" Fixed number of slaves / agents — not ready for the spiky load

v Downtime can be in number of days in case of machine failure
v Manual setup
v Undocumented knowledge

v' Cumbersome and prone to error

v" High maintenance effort — updates, replacing or fixing failing nodes, backup

© 2018 Irdeto. All Rights Reserved. — www.irdeto.com
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Jenkins — in the cloud




irdeta Architecture

https:/l.goto-irdeto-jenkins.com
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rdeto Advantages

Self-healing
Highly Scalable

Secure
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Jenkins
Master

<< attach >>

Amazon EBS attached
Imnt_jenkins/Jenkins_home

Self-healing



irdeta Self-healing

v Possible through Amazon Elastic

. Block Store (Amazon EBS), which
provides persistent block storage
" Master volumes
l v Itis SSD or HDD backed
v Amazon backs it up and creates
= snapshots to S3
. v" EBS volume is designed for

Amazon EBS attached 99.999% GVO”Gb”iTy

Imnt_jenkins/Jenkins_home
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Highly Scalable

Before
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Description

Linux AMI used for jenkins slave

[AMI ID

ami-Obef2ac2e93f4b75b ]

Instance Type
EBS Optimized
Availability Zone

T2Small

Use Spot Instance
Security group names

sg-Obbdd802d927ce2a6,sg-0a561b2eb72570b37

Remote FS root

Highly Scalable

Check AMI

/mnt/

Remote user ubuntu
AMI Type unix

Root command prefix

Slave command prefix

Remote ssh port 20
Labels slave_1
Usage Only build jobs with label expressions matching this node

Idle termination time

Init script

30

«

«

«

®

(2}

| Number of Executors 2 I

JVM Options

Stop/Disconnect on Idle Timeout

Subnet ID for VPC subnet-025866e55514789af

Use dedicated tenancy

Tags Add

EC2 Tag/Value Pairs
Use private DNS

| Instance Cap 10 I

IAM Instance Profile

arn:aws:iam::951222552543:instance-profile/goto-irdeto-JenkinsAccess

Delete root device on instance termination
Use ephemeral devices

Block device mapping

Launch Timeout in seconds 600

Associate Public IP

Connect using Public IP

Connect by SSH Process

® ©®© 8 © ® ®
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irdeto Security Aspects

Principle of least privilege
AWS IAM Role and Policies

Encrypted EBS and S3 backup
LDAP/AD integration
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Coding in AWS

https://github.com/bsarbhukan/self-healing-jenkins

AWS CloudFormation



Coding Infrastructure

= AWS CloudFormation

Refer Parameters
}H}




irdefo Jenkins master, EBS, ASG and ELB
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Parameters

/’/ Availability Zone




irdeto EBS volume

Encrypted EB}S volume creation

{ [ [{




irdeto EBS volume

} 11331}

Check for a condition to create
new volume or reuse existing EBS
volume

1}




EBS volume

Attach EBS volume to EC2
instance




EBS volume contd.

« ———————— Wait for EBS to get attached




EBS volume

4—,7 Check if FS already exists?




EBS volume

«———— 71+ Else, create a new File system on
newly created EBS




EBS volume

+«— Mount EBS volume device to a
mount point




irdeta Plugins installation

Plugins are installed
/ automatically

during bootstrap




Jenkins master bootstrapping

Build Jenkins docker image

/
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/ BETTER

Way forward... i
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High-availability

HA Proxy
Active link Load " ‘\s passive link
i Balancer SN with
healthcheck \\ \\ healthcheck
\\ \\
S .
S ~
> .
\\ ‘b
'Y
. Jenkins
Jenkins
Master
Master .
. (Passive
(Active node)
node)
EFS shared EFS shared
directory directory
(Imnt_jenkins/jenkins_homeljobs) (/mnt_jenkins/jenkins_homel/jobs)

Elastic File System

IAWS EFS File system
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What can be improved?

Automate high availability

OS level LDAP integration

S3 bucket deletion protection

MFA protection for Jenkins master
CloudWatch/Splunk integration with Jenkins jolbs
Instance level encryption using LUKS.

IP table based firewall
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Demo
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Q&A
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Building a Secure Future.™

THANK YOU!
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