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+5 BILLION DEVICES AND 
APPLICATIONS SECURED 

SERVING 400+ CUSTOMERS 
IN 75+ COUNTRIES

219 PATENTS & 285 PATENTS 
PENDING

IRDETO IS THE WORLD 
LEADER IN DIGITAL 

PLATFORM SECURITY NEARLY 1,000 SECURITY 
EXPERTS EMPLOYED

70% OF EMPLOYEES ARE IN 
ENGINEERING/RESEARCH/ 
DEVELOPMENT

+15 LOCATIONS COVERING 
6 CONTINENTS

NEARLY 50 YEARS OF SECURITY 
EXPERTISE IN PAY MEDIA



© 2018 Irdeto. All Rights Reserved. – www.irdeto.com

IRDETO’S VISION

To build a secure future where 
people can embrace connectivity 
without fear.

Irdeto protects platforms and 
applications for media & 
entertainment, gaming, 
connected transport, 
connected spaces and IoT 
connected industries.



© 2018 Irdeto. All Rights Reserved. – www.irdeto.com

5

Keywords we hear everyday...
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ü Jenkins recap

ü Jenkins on-premise

ü Jenkins in the cloud

ü Coding Jenkins in AWS

ü Way forward

ü Demo

ü Q & A

A g e n d a
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Jenkins recap
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W h y  J e n k i n s ?
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T e r m i n o l o g i e s
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Jenkins1.x/Jenkins 2.x

Master

Slave
Agent

Executor

Node
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ü Single Jenkins master
ü Multiple slaves
ü Master delegates jobs to an executor available in one of the slaves/agents
ü Slaves/agents runs job
ü Master is a single point of failure

J e n k i n s  M a s t e r / S l a v e  a r c h i t e c t u r e
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Jenkins on-premise
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A r c h i t e c t u r e
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R i s k s  w i t h  t h e  o n - p r e m i s e J e n k i n s

ü Fixed number of slaves / agents – not ready for the spiky load

ü Downtime can be in number of days in case of machine failure

ü Manual setup

ü Undocumented knowledge

ü Cumbersome and prone to error

ü High maintenance effort – updates, replacing or fixing failing nodes, backup
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Jenkins – in the cloud
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A r c h i t e c t u r e
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A d v a n t a g e s

Highly Scalable

Self-healing

Secure
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S e l f - h e a l i n g

Jenkins 
Master

Amazon EBS attached 
/mnt_jenkins/Jenkins_home

<< attach >>
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S e l f - h e a l i n g

New Jenkins 
Master

Amazon EBS attached 
/mnt_jenkins/Jenkins_home

ü Possible through Amazon Elastic 
Block Store (Amazon EBS), which 
provides persistent block storage 
volumes

ü It is SSD or HDD backed
ü Amazon backs it up and creates 

snapshots to S3
ü EBS volume is designed for 

99.999% availability

<< re-attach >>
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H i g h l y  S c a l a b l e
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H i g h l y  S c a l a b l e



© 2018 Irdeto. All Rights Reserved. – www.irdeto.com©2018 Irdeto, All Rights Reserved. – www.irdeto.com

S e c u r i t y  A s p e c t s
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Principle of least privilege

AWS IAM Role and Policies

Encrypted EBS and S3 backup

LDAP/AD integration
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Coding in AWS
https://github.com/bsarbhukan/self-healing-jenkins
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§ AWS CloudFormation

C o d i n g  I n f r a s t r u c t u r e

EC2 instance type

EC2 instance creation

Refer Parameters
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J e n k i n s  m a s t e r ,  E B S ,  A S G  a n d  E L B
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P a r a m e t e r s

Availability Zone
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E B S  v o l u m e

Encrypted EBS volume creation
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E B S  v o l u m e

Check for a condition to create 
new volume or reuse existing EBS 

volume



© 2018 Irdeto. All Rights Reserved. – www.irdeto.com

28

E B S  v o l u m e

Attach EBS volume to EC2 
instance
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E B S  v o l u m e  c o n t d .

Wait for EBS to get attached
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E B S  v o l u m e

Check if FS already exists?



© 2018 Irdeto. All Rights Reserved. – www.irdeto.com

31

E B S  v o l u m e

Else, create a new File system on 
newly created EBS
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E B S  v o l u m e

Mount EBS volume device to a 
mount point
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P l u g i n s  i n s t a l l a t i o n

Click to add text

Plugins are installed
automatically 

during bootstrap
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J e n k i n s  m a s t e r  b o o t s t r a p p i n g

Build Jenkins docker image
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Way forward…
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H i g h - a v a i l a b i l i t y
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W h a t  c a n  b e  i m p r o v e d ?

ü Automate high availability

ü OS level LDAP integration

ü S3 bucket deletion protection

ü MFA protection for Jenkins master

ü CloudWatch/Splunk integration with Jenkins jobs

ü Instance level encryption using LUKS.

ü IP table based firewall
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Demo
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Q & A
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THANK YOU!
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