Smart Contracts — beyond code

What are they, are they legally binding and what is the
potential use, towards sustainable contracts and interesting
developments!
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What is the potential use of blockchain

Blockchain can be used to virtually change everything to peer-to-peer. In high level you can use
is for:
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Three main misconceptions on smart contracts
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It’s just code not a contract — smart contracts can respresent the so :-;;,«}',"’1;'"("2'55:5355{,‘;;, —
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called “operational semantics”. Especially as multiple parties activily - ’ e el 5 )

transact to it, which can be seen as signing.

Smart contracts can work fully autonomously — smart contracts
are transaction driven (thus reactive!). Cannot look outside their
blockchain and even limited within their blockchain.

CONTRACT

THE smart contract — There is no such thing as THE smart contract as
there is no THE blockchain. Various blockchains have various smart
contract capabilities. Look in your design at required elements.
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Elements of smart contracts

A smart contract (or better, contract account) can be
viewed as a “box” with the following elements:
* The nonce, a counter used to make sure each
transaction can only be processed once
 The account's current ether balance
* The account's contract code,
* The account's storage (empty by default)*

Every account has a 20-byte address e.g.:
Oxa8323F5fBcf1980B2093a633cF03020900B81d53

State transitions are direct transfers of value and/or information between accounts.

4

m *Data is stored in 3 spaces within Ethereum: Stack, Memory and Storage. The first two are reset after computation.
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Example smart contract

ROPSTEN ROPSTEN (Revival) TESTNET = Search by

pragma solidity ~0_.4_11; iEtheI’_SC&n

contract ZorgPolisBasic

ACCOUNT ~

zxcs.nl/ZorgPolisBasic.html

zddress public patien [,1 Placeimages in InDe:  FyY InDesign CC tutorial: @8 Disrupter Series: Digt Yn Z/¥en Solidity — Solidity 0.0 == Meetup [ State of th
address public huiss = =
zddress public speci voor een plaatje van de processtromen van de demo hieronder klik hier

address puklic wverze
bool pubklic verzeker
bool pubklic verzeker
bool pubklic huisarts
bool public specisli Verzekeraar
bool pubklic doorverw
uintZ5¢ puklic huiss
uintZ5¢ puklic speci
string pubklic akkoor
string public fraude
string public artser

14427eef560f26915758659d2a1b20

Verzekeraar kan bijstorten als nodig en krijgt status van mogelijke fraude door

Verzekeraar betaald 1 ether voor huisarts behandeling en 2 ether voor specialist

ffalle parameters of
function ZorgPolisBe L. AN~
patient = "Ox=&d0S3R Balans op de zorgpolis is: 2 ether

TOKEN ~ CHART

huisarts = "0x33EZZE Home / Contract Accc
specialist = "0xRBTI
verzekerzar = "0Oxal: Contract moet aangezuiver worden voor huisartskosten: false
verzekersaraanvuller reator
fraude = "none";

at txn 0x45fb328a

t Contract moet aangezuiver worden voor specialistkosten: true

ffhier claimt de hui
function huisartscls

huisartsuitgevoerd = Bedrag in Wei | Deposit the amount |
doorverwijzen = fals To Value
akkoordgeven = "bewve
} Red flag: none D 3 0xca%6591c664c2ch 0 Ether 0t
. . ) D 3 0xca%591c664c2ch 0 Ether 0t
ffhier wverwijst huis=s
function huisartsdoc I D 3 0xca%591c664c2c6 1 Ether 0s
. . Clear statussen
huisartsuitgevoerd = == === |
g D 3 0xca%591c664c2c6 . 0 Ether ot
doorverwijzen = true,
wverzekerzarsanvullenspecialist = true; 29 days 3 hrs ago 0x [ ] [2) 0xca96591c664c2ch.. 2 Ether 0t
akkoordgeven = "bevestig behandeling huisarts™;
l | | ! 5ab216d2¢42f6 29 days 4 hrs age D 3 0xcad6591ch64c2ch.. 2 Ether o
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Smart Contracts vs Legal Contracts

a deterministic computer program can have legal meaning, but
deployed on a blockchain. not necessarily.

Possibly legally

Blockchain binding Traditional
Smart agreements Legal
Contracts and/or their Agreements

execution

where transformation is suitable, not all judgement is suitable for
recommended only for execution. transformation into coding.




Operational vs Denotational Semantics and
Smart Contracts

ONTRACT <contract>

Operational semantics:
operational agreement, who
delivers what and what is there in
return, when will there be paid
etc. etc. etc.

Denotational semantics: the terms
of any agreement, under what law,
which court will a dispute be
settled if one occurs, general

terms and conditions etc etc. 20 </ContraCt>

Traditional contract Smart contract

October 2018

Ir Olivier Rikken MBA © AXVECO 2018. All rights reserved



Legal Pointers for smart contracts

If one specifically wants to create a whole agreement in code, the i
purpose of the code should at least be written in formal language
as well and be distributed to parties involved,

At all times in legally binding smart contracts, upfront, the factual and
legal possibilities to

a) dispute resolution and

} b) the terms for automatic execution (e.g. authorisation of both parties)
should be thought through.

c) one should upfront also consider things like jurisdiction etc.

permissionless blockchain is important as these can have (1“1\1\,.“‘3“
completely different governance models and accountability issues. »

The difference between smart contracts on a permissioned or E’E“‘)“SS“‘N‘\
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Smart? Trusted sources of information!

Smart contracts are always triggered by a message or transaction.
\/' One should always be aware where the initiation for the message
comes from as once triggered, the exectution is irreversable!

One can use “Oracles” that could trigger smart contracts. In
the Netherlands, we have various usable oracles (e.g. KNMI
database, BRP, etc).

é‘ Also loT is seen as a potential very usefull way to trigger smart
O contracts, but one should always be aware that sensoring can create

INTERNET false signals as well (and thus false triggers for a smart contract).

An alternative can still be an “Oracle” by voting of the .
individuals involved in the contract or human “Oracle”. TR
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THE smart contract?

Smart contracts vary per blockchain!

Ethereum Hyperledger NEO

+ <contract>
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20+ </contract>

</contract>
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" 44 </contract>

Not designed Full smart Smart Full smart

for smart contracts, contracts, contracts,

contracts! tokens, crypto. NO tokens,

(but possible Mainly solidity. cryptocurrency crypto.

e.g. via Various

sidechains) languages.
Early stage!
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Potential effect on business
models




Blockchain/Smart Contract Real Time VAT
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Allowance smart contract example
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“ D All kind of rules —

Other purposes
Early termination
Etc.
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Towards robust smart contracts
and interesting developments

What do we need to create robust and
sustainable smart contracts




Observations: future knowledge requirements

Blockchain

General
blockchain
knowledge

Knowledge need
blockchain &
smart contracts

Software
knowledge

_— But most of all

Clrrect url

business models

FTrogIrdiriiming
languages

Legal & Risk

rrorit €rnu Lo

Back end

, cross functional!

Legdl — vdrious
legal areas

Risk &
Governance

How does blockchain
work, what are the
elements related to
blockchain.
Specialisation in
various blockchains.

Translation of effect
of blockchain on
existing and future
business models,
disintermediation
etc.

Solidity, Go, Python,
etc.

Translation high level
programming
languates to
bytecode and vice
versa.
Standardisation!!

Translation front end
eg-HTML -
Javascript —
blockchain as central
part of total
application—
traditional
databases,
interfacing, auditing.

Dependent on the
kind of agreement or
contract
specialisation in
various areas of the
law.

Risk and governance
models in (partially)
decentralised
organisations.
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Building Robust and Secure Smart Contracts -
Elements of good smart contracts

Should contain: "
Clear terms on execution and transfer of payment (when do ‘} S"l
we pay, what are the payment terms) N‘ 8 q
If applicable legal considerations / context — either in the \‘7“
comments of a smart contract or hashed as a state variable l‘l 4

with a reference to where the original can be found.

Should have considered:
Compliance considerations
Risk and Fraud considerations
Privacy considerations
Unestablished legality
Dispute resolution

Governance
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Building Robust and Secure Smart Contracts -
Governance and upgrading smart contracts

Make sure that you build in proper access control (through

modifiers) and if needed multisig constructions (e.g. multiple

CONTROLLED ) : _ .
ACCESS ZONE ok’s from different persons in order to update a variable).
Although the code can’t be altered once deployed, variables can o

t variable

be updated. Design your contracts in such a way that you have |
flexibility through variable updates.

“Proxy function”, keep an open design function that can point to a
different smart contract which can be added later to add functions
open design through an additional smart contract.

Don’t rule out the possibility for human interference/escape hatch, %
e.g. in the case of dispute resolution that a third party can make a z
final ruling in case of dispute. _—

17



Building Robust and Secure Smart Contracts — some
best practices

Open Source World — so find out what has been
Open Source built before. MIT-Labs etc.

Keep smart contracts small and simple —
reduced attack surface and easier to reason
and scan. (Also cheaper!)

Traditional software development best practices like
defensive programming, fuzzing and automated
tests and frameworks and code reviews and audits
are still very usefull and valuable!

Partially from “Will that smart contract really do
what you expect it to do”by Everts and Muller
18
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Smart Contract enabling blockchains
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And some interesting developments

CONTRACT
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Questions?
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The Legal
Aspects
of Blockchain

@WUNOPS

Smart contracts

as a specific application
of blockchain technology

Smart Contract Working Group - Dutch Blockchain Coalition

www.dutchblockchaincoalition.org
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