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How Blockchain changes todays reality 

Bitcoin 

Ethereum 

The impact on you! 

Blockchain @ING 

Program 
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Classic Business Applications 
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•  Models a part of the world from its own perspective 
•  Builds or buys a domain-specific solution 
•  Integrate in own application-architecture via interfaces (file, message or 

API-based) 
•  Deployment in own datacenter or cloud 
•  Every organisation models its own world and has its own set of 

applications and data 
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Every organization is keeping its own systems of record 

6 



ING Orange 
RGB= 255, 98, 0 

ING Light Grey 
RGB= 168, 168, 168 

ING Indigo 
RGB= 82, 81, 153 

ING Sky 
RGB= 96, 166, 218 

Colour Guidelines 

ING Fuchsia 
RGB= 171, 0, 102 

ING Lime 
RGB= 208, 217, 60 

ING Leaf 
RGB= 52, 150, 81 

ING Mid Grey 
RGB= 118, 118, 118 

Text Colour 
RGB= 51, 51, 51 

No content below  
the grey line 

Classic Business Applications - Security 
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•  How do you make sure that data has no unauthorized changes 
•  Assess requirements for Confidentiality, Integrity and Availability 
•  Datamanagement measures (where is production?) 
•  Physical access restrictions 
•  User Access Management (Identification, Authorisation and Permissions) 
•  Logical control access: network security 
•  Fraude detection mechanisms 

•  How do you make sure your data is correct 
•  Reconciliation with other datasources 
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First generation Blockchain – Beginnings and growth  (1/4) 
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In 2008, a whitepaper under pseudonym of Satoshi Nakamoto was published, combining 25 years of experiments with 
digital currencies  
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What is it 
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•  Peer-to-peer network 
•  Cryptographically protected data 
•  Decentralized trust via reward and consensus mechanism 
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First Generation - A look under the hood 
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ING video 
http://www.videobox.intranet/videos/1479/ing-blockchain-animation-v1.1 
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Peer2peer network 
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Block: collection of transactions 

Transaction: message with sender, receiver, and information 

Consensus: rules on accepting a transaction 

First generation Blockchain - Conceptual view 
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First generation Blockchain - Core concepts to remember 
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distributed 

immutable 

ledger 

Replicated datastores, no central storage 

Trust is created by design, not given by or to individual participants 

Data is cryptographically guaranteed consistent and correct 
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Ethereum 
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Next generation Blockchain - Ethereum 
 

19 

•  The best known 2nd generation Blockchain is Ethereum 

•  Instead of a small script, Ethereum runs code specified in a 
Turing-complete language 

•  It means there are no logical limitations to the code 
•  The user-defined code on Ethereum are called Smart Contracts 
•  Executing a contract consumes Ether, a digital currency 
•  Value: let’s have a look https://coinmarketcap.com/ 

•  In a way, it’s a slow but very reliable World Computer 
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“A smart contract is software that can automatically execute the terms of a contract.” 
 

In 1994 Nick Szabo (cryptographer) first coined the term "smart contract." 
 
The key difference with smart contracts is that it is a decentralized system accessible to 
anyone, that doesn't require any intermediary party or costs. 

What is smart contract? 
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-  Ethereum  
-  Multi purpose platform 
-  PoW consensus 
 

-  Ethereum Virtual Machine 
-  Stack, Heap, environment variables, 

event, logs, sub-calling 
 

-  Solidity 
-  Turing complete 
-  Gas limit (Halting problem) 
 

-  JSON-RPC API 
-  JavaScript & Java libraries 

o  Smart contracts are executed by all 
nodes in the network 

o  Smart contracts include business logic 
and can automatically  
o  Verify conditions 
o  Check external information sources 
o  Automate processes 

o  Because of this logic we can now not only 
register (historic) and simple transactions 
but also manage future rights & 
obligations (for example the right to future 
cash flows or access to information) 

21 

Smart contracts 
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Platform comparison 

23 

Platform Consensus Confidentiality Smart contracts 

BitCoin PoW (SHA256) None BitCoin Scripts 

Ethereum PoW  None Solidity / EVM 
 

Corda Pluggable Selective broadcasting Java/Kotlin (fully deterministic 
JVM) 

HyperLedger Fabric Pluggable Transactions shared only with validator (‘s) Java/Go (standard JVM) 

Sawtooth Lake PoET  None Yes 

Quorum Pluggable Private transactions Solidity / EVM 
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The impact of Blockchain on you! 
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o  Formal Verification 
o  Formal proof of correctness for all possible inputs. 

o  2 ways: 

o  Add formal specification to a regular language 

o  Use a purpose built language: OCaml or Ada. 

o  Aviation standards allow to replace tests by formal 

verification: DO-178 (B & C) 

27 

Software quality: Formal Verification 

o  Limitations 
o  Huge overhead 

o  Halting problem 

o  External calls. 
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Consensus algorithms 

Consensus 

Public 

Proof of 
Work 

Proof of 
Stake 

Private 

Paxos 

RAFT 

PoET 
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Blockchain examples 
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Blockchain @ING 

o  Understand the technology: 
o  Platform evaluations 
o  Fundamental technology (crypto, consensus etc.) 

o  Develop Blockchain applications  
o  Trade Finance  



ING Orange 
RGB= 255, 98, 0 

ING Light Grey 
RGB= 168, 168, 168 

ING Indigo 
RGB= 82, 81, 153 

ING Sky 
RGB= 96, 166, 218 

Colour Guidelines 

ING Fuchsia 
RGB= 171, 0, 102 

ING Lime 
RGB= 208, 217, 60 

ING Leaf 
RGB= 52, 150, 81 

ING Mid Grey 
RGB= 118, 118, 118 

Text Colour 
RGB= 51, 51, 51 

Questions? 
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